
   
Course Name: PWB (Penetration Testing with BackTrack) 

Course Time: 40 Hrs. 

Course Prerequisites: Network Services - Routing - Switching - Linux 

Course Outline: 
 

 BackTrack Basics. 
 Information Gathering Techniques. 
 Open Services Information Gathering. 
 Port Scanning. 
 ARP Spoofing. 
 Buffer Overflow Exploitation. 
 Working With Exploits. 
 Transferring Files. 
 Exploit frameworks. 
 Client Side Attacks. 
 Port Fun. 
 Password Attacks. 
 Web Application Attack vectors. 
 Trojan Horses. 
 Windows Oddities. 
 Rootkits. 
 

 


